How Much Are
Weak Passwords
Costing Your
Company?
Fall 2020 Report

PasswordLess & Smarter Identity Management

Companies and organizations are among the biggest targets for hackers, and it’s easy to see why.
In many cases, companies and organizations have multiple user accounts, in addition to holding
client or customer information. These databases are enticing treasure troves for tech-savvy
hackers: getting access to one provides access to many more.

Password protection may not
be the focus of your business,
but it’s a fundamental element
that supports many of your daily
operations.
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Some businesses think that
they’re immune to hacking attacks
because they’re “low profile”
compared to huge corporations.
Common Misunderstandings
Small businesses can be more vulnerable to getting
hacked, because they often don’t have cybersecurity
standards in place. With only a handful of employees,
or a solo entrepreneur, it can be easy to assume you
are “too small” to be targeted.

“Over 80% of breaches within hacking
involve brute force or the use of lost or
stolen credentials.”
- Verizon

Small Businesses Are More Exposed With Limited
Knowledge of Cybersecurity
While large enterprises have the funds and
personnel available to enact strict security
protocol and regulations, a small business does
not. Instead, they rely on their staff’s limited
knowledge of cybersecurity to protect their data.
It’s reported that 71% of security breaches are
small businesses. These don’t make the news like
the data breach of a large corporation like Sony or
Target, so often we don’t realize how much they
are affected.
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Enhancing your company
cybersecurity with strong
password management
doesn’t need to cost
more time or hassle.
Data breaches are often very hard to prevent, but that’s not to say they’re difficult
to anticipate. Almost all incidents are caused by one or more of the following:
weak and stolen credentials, malware, mailicious insiders, or insider error.

Weak or stolen passwords are one of the
simplest and most common causes of
data breaches. Far too many people rely on
predictable phrases like ‘Password1’ and
‘123456’, which means cyber criminals can
easily gain access to sensitive information.
Even moderately secure passwords can be cracked with the help of a computer
programs that run through millions of the most popular credentials, so you need to
think hard to create something original whenever you choose your password. You’re
also vulnerable if you leave your password written down or use the same phrase for
multiple accounts.
Did you know that, statistically, 44 data breaches are occurring every single second
even as you read this?
Most organizations consider themselves safe from the different types of data
breach that one is susceptible to. They assume that they have sound firewalls in
place or presume themselves to be too small an entity to be attacked. However,
one must remember that no target is small for hackers for an identity theft or
ransomware attack.
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44
Data breaches
occur every second

23
Average number of
passwords used per
employee, per day

3
Average number of
minutes it takes to
manually make one
complex password and
save it somewhere safe

$8.2 million is the average cost of
one data breach in the USA.
Source: IBM Security Report 2020

How much could your firm earn
by bolstering your cyber security?
It’s a win-win when you’re able to retain the trust of existing clients and
consistently bring on new clients that need password management.

What’s the cost to you and your business if your
data gets compromised?

Put a number on the cost of weak
passwords in your business.
You might assume it’s hard to put a dollar amount on the cost
of using weak passwords in your business.
Think of it like this:

1. Consider the amount of time do to employees
using the “forgot password” method when they log
into a site they’ve been away from, such as on a
Monday morning.
2. Add in the time used for tech support calls
because your employee cannot access the
company accounts, and need to verify over the
phone.
3. Then add in the employee’s lost productivity
while dealing with the password reset.
4. Along with the productivity costs, there are
financial damages incurred from hack attacks,
passwords and user credentials leaked on the dark
web, and damages to your brand reputation.

How many employees
do you have?

X
How many passwords
do they use per day,
approximately?

X
How many passwords
do they store & lose by
writing them on paper,
forgetting or losing
because they clear their
broswer cache?

X
If an employee needs
to call or click to reset
a password, how much
time does that take?

X
The LogMeOnce Password ROI calculator can help you
determine your specific costs. See an example, based on a
company with 100 employees, on the following page.

How much productivity
is lost while the
employee resets
passwords?

We help companies and organizations go from $0
to $158,393 savings by using easy-to-use software
and helping to prevent future hack attacks*.

*This total amount and the example below is based on a company with 100 employees.

Avoid losing thousands in
password-related costs...annually.

Enhance your efficiency and reduce
unnecessary admin hassles.
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How does LogMeOnce benefit
companies and organizations?
LogMeOnce is for companies and organizations that want their team
members and clients to have secure passwords.

You can achieve password protection with
many popular password security apps on the
market today. They may get you to move away
from storing your passwords on a sticky note or
Excel sheet, which is a big step.
Yet encryption is relatively new to some
security vendors. They’re not equipped with
the skills and experience to develop the kind
of security products that keep up with today’s
needs.
With LogMeOnce, our first security patents date
back to the 1990s.

We’ve been in the game long enough to know what works, for
enterprise solutions as well as small business.

Make your team 10x more productive and
minimize your compliance risk.
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Save Valuable Time By Speeding Up
Your Login Times
LogMeOnce Single Sign-On (SSO)
With a single click, access all your
passwords on the LogMeOnce dashboard
and secure authentication for third-party
applications. Enjoy these automatic SSO
login benefits:
• Minimizes number of passwords to
remember
• Reduces phishing
• Saves time and effort
• Avoids keyloggers
• Easier to secure

Share passwords securely among team members or
clients and reduce risk of getting hacked by 100%.
LogMeOnce Team Sharing
LogMeOnce enables you to securely share
credentials with multiple Administrators or
Super-Users without having to give out the
passwords to corporate accounts such as
Twitter or FedEx.
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Achieve IT Control and Visibility of Your
Company Passwords with a Centralized
Password Policy.
You can use LogMeOnce’s default and
predefined security policies or easily create
your own company-wide password security
policy.
You can define multiple password lengths
and complexity policies and/or use default
master password policy, default application
password policy, and custom application
password policy. Administrators can setup
over 100 policies to manage security for
their entire organization.

Stay in Control of Your Data, Security and Ensuring Endto-End Protection with Zero-Knowledge Technology.
As a “zero-knowledge” technology
company, LogMeOnce does not know a
user’s encryption key or actual passwords.
You are the only one who has absolute
knowledge of your actual password and
encryption key — only you can decrypt
your account. Other benefits of the
LogMeOnce Zero-Knowledge Technology:
• User Exclusive Access Rights
• Browser Exclusive Password Access
• Device Exclusive Access Rights
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Get A Demo Or Sign Up For Free
Take the next steps towards saving your company
time and avoid the costs of cyber threats before
you have an emergency.
The worst time to make changes in your company processes and security is when you’re in an emergency. If one of
your accounts has been compromised, if a clients’ data is exposed, or if an employee’s computer gets infected with
malware and it crawls into your system...these are not the ideal moments to try to find a solution.
Get a demonstration of the software or get started by signing up for free to experience how LogMeOnce can support
your company. You’ve got nothing to lose, and many things to protect.
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